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Executive Summary

Overview

Toronto General Hospital is interested in an identity and access management
solution to improve access controls and reduce IAM related expenses. The current IAM
infrastructure is run on-premise with one IT admin in charge. A new cloud based IAM
will address authentication, authorization, identity management and compliance
requirements of a public health organization. HIPAA compliance must be ensured
throughout the migration to safeguard patient information. The specific scenario used is
fictitious; however this proposal provides a realistic overview of how a public health
organization would adopt a cloud based identity and access management system.

The IAM solution needs to address the access controls applicable to all roles
present in a hospital setting. Some roles would include physicians, nurses, specialists,
surgeons, assistants, administrative positions, general staff and more. Each of these
roles should only have access to which they need to complete their job and nothing
more, ensuring the principle of least privilege. In addition to roles, the hospital can
integrate the shift schedule of all workers to improve their security posture. By restricting
login access to those that are currently working, any chance of credential misuse or
abuse can be mitigated. Hospital operations and processes will be reviewed to ensure
separation of duties. This is important so that drug dispensing is done ethically and

responsibly.

Key Objectives

e |dentity Management
o Employee Onboarding/Offboarding
o Maintaining accounts (Password resets, Requesting access)
o Auditing for orphaned accounts and permission sprawl
e Authentication
o Multi-Factor Authentication

m Passwords, Ubi-Key, Fingerprint



o Zero Trust Policy
e Authorization
o Role-based access control
m Doctors have access to only their own patient’s data
m Nurses have temporary access to applicable patients in their ward
m Temporary access for specialists who periodically visit the hospital
m Least privilege and just in time access for IT Admins
o Attribute-based access control
m Access policies will check for login location, device type, software
platform, network configuration
o Principle of least privilege
m Roles are only given access to what they need to complete their
jobs
o Separation of duties
m Critical tasks are divided among multiple individuals to prevent
abuse or error
e Audit and Compliance

o Ensure HIPAA Compliance

Project Background

Scenario Description

Toronto General Hospital recently suffered a cyberattack through an orphaned
account. The attack exposed sensitive patient data which pressured a change for a
better IAM solution. The account used in the attack was a nurse who was terminated for
diverting medications for personal use. The nurse was able to prescribe and withdraw
drugs due to a lack of separation of duties. The terminated nurse returned unnoticed
and took advantage of their orphaned credentials to expose confidential patient files.

This resulted in a HIPAA violation which cost the hospital millions of dollars in fines. The



hospital is now in the process of restructuring their identity and access management

system to meet HIPAA compliance.

Research

To address the concerns of the given scenario, a new |IAM solution will be
formulated using the concepts discussed in class material. Starting with a theoretical
analysis of the existing hospital IAM to set expectations of the new cloud based IAM.
Accounts should be audited for privilege sprawl and instances of orphaned accounts.
After cleaning the existing directory, groups and roles can be formulated to best serve
the hospital and IT administration. These roles and groups will serve the foundation to
the authorization portion of the IAM solution.

Authentication is important to ensure the user is actually who they claim to be. By
default all users will require multi-factor authentication across the board as the IAM
solution adopts a zero trust policy. The main factor will be passwords for computers and
6-digit pins for locked doors. The second factor will be a photo identification key card
which can be used with RFID scanners for doors and computers. Additional factors
such as one time passcode SMS and applicable biometrics will be available as
secondary factors. The first two main factors rely on knowledge-based and property
based authentications, this approach is scalable for the hospital. Biometrics will be used
in areas where the access pool is shallow, allowing for biological-based authentication.
Finally SMS codes will be used in addition to passwords for online portals.

Role based access control and Attribute based access control will play a major
role in the authorization process. With RBAC, all employees will have pre-defined roles
that determine their base permissions. Doctors will have assigned permissions based
on their roles such as specialist or full time shift doctors. Working alongside RBAC is
attribute based access control, this handles departments, location of employee sign in
and time of day. This will affect their access to confidential patient files while on and off
site or on shift versus off shift. A nurse will only be able to view patient charts that are
assigned to them and doctors may only access records while on shift.

HIPPA requires unique ID, authentication and mitigation of orphaned accounts.

This will all be taken care of by the implemented IAM solutions. These are addressed



through automated provisioning and deprovisioning and continuous monitoring for
inactive accounts.

This new IAM solution will also enforce the principle of least privilege ensuring each
user only receives the minimum access necessary to perform their duties. This will
prevent users from being granted unnecessary permissions and reduce the impact of
compromised accounts.

Separation of duties will also be incorporated to prevent any single employee from
performing any conflicting actions. Prescribing medication will be only allowed by
doctors while dispensing and administering medications will fall to nurses and other
required staff. This way no employee can finish the work procedure alone, reducing

opportunities for fraud and unauthorized access.



Project Design

Chosen System

The system required for Toronto General Hospital must be flexible and highly

efficient to serve thousands of employees. There are many IAM solutions available on

the market that cater to the needs of a large data sensitive organization. Some of the

candidates are Okta, Microsoft Entra ID, Google Cloud and Cisco Duo. All these

platforms provide IAM services with competitive features, each with their own strengths

and weaknesses.

Service

Strengths

Weaknesses

Okta

Pre-built Integrations
and Lifecycle
Management

No credit card for demo

Premium price point in
comparison to

competitors

Microsoft Entra ID

Conditional Access and
Microsoft 365
Access to suite of

enterprise Microsoft

Less ideal for
integrations across
multiple cloud providers

Requires credit card for

deployment

No credit card for demo

productivity apps demo
Google Cloud e Ease of use and e Less ideal for Windows
Identity Google Workspaces based integrations
e Access to Google e Requires credit card for
productivity apps demo
Cisco Duo e Strong MFA and easy e Not a standalone

Identity provider




Ultimately Okta was the chosen system due to the extensive lifecycle

management tools which is critical to the goals of the cloud migration. These tools will

ensure that identities are kept up to date and not abused. Okta will be able to provision,

manage and deprovision identities as needed to prevent orphaned accounts and

permission sprawl. The platform offers policy rules to enforce attribute-based and

role-based access control. The nature of a hospital organization also requires

mandatory access control to ensure only the applicable physicians have access to their

own patients and no one else.

Project Plan

1. Provisioning Identities

a.

b.

C.

Using the CSV import template offered by Okta, fill in all staff employed at
the hospital.
After import check for errors and address

Create groups for the identities based on their roles and department

2. Create Applications

a.

g.

Patient Data Portal
i.  Accessible by Doctors and Administrator
Prescription Order Portal
i.  Accessible by Doctors
Prescription Dispenser
i.  Accessible by Nurses
TimeSheet
i.  Accessible by everyone
Clinical Communication
i.  Accessible by everyone
Patient Imaging
i.  Accessible by Doctors, Surgeons, Administrative Users

Test Application Accessibility and Permissions

3. Create Login Polices

a.

Create a catch all policy applicable to all identities hospital wide



i.  Limit all authentications within the hospital network
i. MFA must be used for all authentications
iii.  Device health check before approving authentication
b. Application specific policies to limit their use to authorized personnel
c. Automatic identity lifecycle management to deactivate unused accounts

d. Behaviour detection policies to alert any anomalies for authentication

Implementation

Setup Details

All of the 1AM solutions reviewed for this proposal require a credit card except for
Okta which made the initial setup process smooth. Using our existing Okta accounts we
were able to begin creating the Toronto General Hospital IAM Solution. The solution
began with the provision of identities followed by the creation of apps for common
hospital services and tools. Finally, access policies were put in place to secure the

solution of vulnerabilities.



Configurations Performed

10

User Provisioning

CsV file

this template.

Upload CSV

Catherine Lee

Import Users from CSV

clee1003@example Dr.

Format your CSV file (max 10MB and 10,000 users) according to

—

Browse

Cancel

. Catherine Lee

David Brown dbrown1004@exarr Dr. Dr. David Brown
Emily Davis Dr. edavis1005@examg Dr. Dr. Emily Davis
e1006@example.com Frank Moore Dr. fmoorel006@exam Dr. Dr. Frank Moore
1007 @example.com Grace Wilson Dr. gwilson1007 @exam Dr. Dr. Grace Wilson
1008@example.com  Henry Taylor Dr. htaylor1008@exam Dr. Dr. Henry Taylor
lson1009@example.com Isla Anderson Dr. ianderson1009@exz Dr. Dr. Isla Anderson
010@example.com Jack Thomas Dr. jthomas1010@exan Dr. Dr. Jack Thomas
(PR 1011@example.com  Karen White Dr. kwhite1011@examg Dr. Dr. Karen White
012@example.com Liam Harris Dr. Iharris1012@examp Dr. Dr. Liam Harris
Martin Dr. mmartin1013@exar Dr. Dr. Mia Martin
psonl01l4@example.co Noah Thompson Dr. nthompson1014@e Dr. Dr. Noah Thompson
015@example.com Olivia Garcia Dr. ogarcial015@exam Dr. Dr. Olivia Garcia
'711 001l@example.com  Paul Lewis Nurse plewis2001@exampg Nurse Nurse Paul Lewis
r2002@example.com Quinn Walker Nurse qwalker2002@exam Nurse Nurse Quinn Walker
2003@example.com  Rachel Young Nurse ryoung2003@examj Nurse Nurse Rachel Young
04 @example.com Samuel Hall Nurse shall2004 @example Nurse Nurse Samuel Hall
Tina Allen Nurse tallen2005@exampl Nurse Nurse Tina Allen
2006 @example.com Uma Scott Nurse uscott2006@examp Nurse Nurse Uma Scott
52007 @example.com  Victor Adams Nurse vadams2007 @exam Nurse Nurse Victor Adams
Wendy Baker Nurse whaker2008@exam Nurse Nurse Wendy Baker
Xander Nelson Nurse xnelson2009@exam Nurse Nurse Xander Nelson
PLY2010@example.com  Yara Perez Nurse yperez2010@examyg Nurse Nurse Yara Perez
s2011@example.com Zane Roberts Nurse zroberts2011@exan Nurse Nurse Zane Roberts
bell2012 @example.con Amy Campbell Nurse acampbell2012@ex Nurse Nurse Amy Campbell
rds2013@example.cam Ben Edwards Nurse bedwards2013@exe Nurse Nurse Ben Edwards
Ilr2014@example.com  Chloe Foster Nurse cfoster2014@exam Nurse Nurse Chloe Foster

Downloaded the template excel sheet from Okta and filled in 50 users with different
names, roles, departments, and emails. Exported the file as a CSV and uploaded the

data for easy account provision of 50 users at once.
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Okta Active User Limit

& https://integrator-3567020-admin.okta.com/admin/users
¢ okta \

Admin Console <

@ Dashboard v
[® Directory ~
People
Groups
Devices

Profile Editor

Directory Integrations

Profile Sources

# Customizations v

88 Applications v o

INTEGRATGR FREE PLAN
Active user limit reached.
10 of 10 Active users

Updated Apr 2, 2026, 4:57:45 PM

£ sheridancollege-integrator-3567020 - People

2 |

People

[ 2 Add person ] [  Reset passwords J [ More actions v J

Advanced search ~

Status Al M
Person & username Primary email
Alice Smith asmith1001@example.com

asmith1001@example.com

Catherine Lee clee1003@example.com

clee1003@example.com

Frank Moore fmoore1006@example.com
fmoore1006@example.com

Brian Johnson bjohnson1002@example.com

bjohnson1002@example.com

Grace Wilson gwilson1007@example.com

gwilson1007 @example.com

David Brown dbrown1004@example.com
dbrown1004@example.com

Emily Davis edavis1005@example.com

edavis1005@example.com

Mason Cooper mcooper3009@example.com
mcooper3009@example.com

- o X

A Gle 8

Breanna West v
sheridancollege-integrator-3567020

@ Help

Showing 25 of 53 @

Status

Active

Active

Password expired
Password expired
Password expired
Password expired
Password expired

Staged
Activate

# chat

Unfortunately the demo version of Okta only allows 10 active users at a time which

limited some of the testing we were able to do but the users could still be organized

into groups for easy access control configuration.
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Employee Role Groups

$% sheridancollege-integrator-3567020 - Groups — [m] X
imin/groups vy 0] = VS ‘ﬁ Chat
Breanna West
00
‘O‘ @ () sheridancollege-integrator-3567020
a
<
Groups © Help
a
All Rules

P @ 4 Add group

Advanced search -

Group source type | All v Showing 11
Group name Pecple Applications
* Administrative Users 0 0

No description

Assistants 0 0
No description

Surgeons 0 0
No description

Specialist 0 0
No description

Patient 7 0
No description

Nurse 7 2
No description

doctor 10 3
No description

O e B e B B B e

B . . T ” » SR ENCEREN 521 PM
or Q . h » u ‘@I @ o ‘F » = us = dx @ 2026-04-02

Created groups based on employee roles: Doctor, Nurse, Specialist, Surgeons,
Assistants, Administrative Users. Also included a group for admitted patients who may
have identities for wifi access.
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Patient Data Portal Application

Q @ oo Breanna West
DO sheridancollege-integrator-3567020

< Back to Applications

Patient Data Portal

General Sign On Assignments Okta AP| Scopes Application Rate Limits

REPORTS
m [ Convert assignments v J Search...
=5 Current Assignments

Filters Priority  Assignment & Recent Unassignments
People
1 g:k doctor , 7 %
Groups No description
) $¥ Specialist s x SELF SERVICE
No description You need to enable self
service for org managed
3 i:} Surgeons s x apps before you can use self
No description service for this app.

Go to self service settings

Requests Disabled
Approval N/A
Edit

Created the Patient Data Portal application which will store electronic health records
of all patients. This application is only accessible by doctors, surgeons and
specialists.
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Prescription Order Portal Application

:Q \ ®

< Back to Applications
Prescription Order Portal

General Sign On Assignments Okta APl Scopes Application Rate Limits

Breanna West
sheridancollege-integrator-3567020

REPORTS
m [ Convert assignments ~ ] Search...
= Current Assignments

Filters Priority  Assignment &, Recent Unassignments
People

1 ﬂ::t: doctor ’ x
Groups No description

5 £ Specialist / x SELF SERVICE

No description

You need to enable self
service for org managed
apps before you can use self
service for this app.

Go to self service settings

Requests Disabled
Approval N/A
Edit

Created a Prescription Order Portal application used to prescribe medications to
patients. Access to this application is limited to doctors and specialists but patients
still require a nurse to dispense the medication ensuring the separation of duties.
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Prescription Dispenser Application

£% sheridancollege-integrator-3567020 - OpenID Connect Client: Prescription Dispenser - u] X

n/app/oidc_client/instance/Ooa’119xmhxL5VI55698/#tab-assignments © 9 & = b e ."bChal

Breanna West ~
sheridancollege-integrator-3567020

‘.O\ ' ®

< Back to Applications
Prescription Dispenser

IG .
iB: )
— Active View Logs

General Sign On Assignments Okta API Scopes Application Rate Limits

REPORTS
@ { Convert assignments v } Search...
=5 Current Assignments

e Priorty. Resignment & Recent Unassignments
People g E Nurse

1 7 Vs X
Groups No description

SELF SERVICE

You need to enable self
service for org managed
apps before you can use self
service for this app.

Go to self service settings

Requests Disabled
Approval N/A
Edit

Created a Prescription Dispenser Application to enable nurses to dispense
prescriptions for patients. This app is the second part of the 2 step process for
obtaining medications for patients. This will ensure no one person can abuse access
to narcotics or other drugs.
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Time Sheet Application

A |
- Time Sheet
General Sign On Assignments Okta APl Scopes Application Rate Limits

m { Convert assignments ~ J Search...

Filters Priority  Assignment
People

1 * doctor 7 P
Groups No description

2 * Nurse Vs

No description

5 £¥ Administrative Users P
No description

2 {% Assistants 7
No description

5 {% General Staff 7

No description

6 * Specialist Vs

No description

7 :f:ﬁ Surgeons 7’

No description

Breanna West
sheridancollege-integrator-{

REPORTS

=5 Current Assignments

& Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
apps before you can use ¢
service for this app.

Go to self service settings

Requests Disabled
Approval N/A
Edit

Created the Time Sheet application to allow all employees to view their schedules and
punch for their shift times. This app will also allow administrators to handle payroll and
employees can track hours worked. The application is accessible to every employee.
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Patient Imaging Application

1in/app/oidc_client/dient/0oa11lbw91neVdac4698#tab-assignments

o ‘

< Back to Applications
Patient Imaging

General Sign On Assignments Okta API Scopes Application Rate Limits

m [ Convert assignments v ] Search..

Filters Priority ~ Assignment
People

1 * doctor - , y
Groups No description

2 * Surgeons P y

No description

i:ﬁ Administrative Users Vs
No description

© v NEIRENE =y

® Breanna West v
sheridancollege-integrator-3567020

oo
oo

REPORTS

&5 Current Assignments

5 Recent Unassignments

SELF SERVICE
You need to enable self
service for org managed
apps before you can use self
service for this app.
Go to self service settings

Requests Disabled

Approval N/A

e

Created a Patient Imaging application to handle sensitive imaging data from MRIs,
X-Rays, Ultrasounds, CT Scans and PET scans. This application is only accessible by

doctors, surgeons and administrative users.
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Clinical Communication Application

Q

< Back to Applications

Clinical Communication

General Sign On Assignments

m [ Convert assignments ~ ]

Filters Priority  Assignment
People :
1 * Specialist
Groups No description
* doctor
2 )
No description
3 * Assistants
No description
4 * Administrative Users
No description
5 :3:% Surgeons
No description
* Nurse
6

No description

Okta API Scopes

Application Rate Limits

Search...

4 X
rd X
4 X
e x
rd X
v X

oo
oo

Breanna West
sheridancollege-integrator-3567020

REPORTS

=5 Current Assignments

&5 Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
apps before you can use self
service for this app.

Go to self service settings

Requests Disabled
Approval N/A
Edit

Created a Clinical Communication application which allows for the employees of the
hospital to communicate with each other in a secure and regulatory compliant way.
This application is accessible by all hospital employees and helps enforce HIPAA

compliance.
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Testing a Doctor Role Account

Attributes

Username
login

First name
firstName

Last name
lastName

Middle name
middieName

Honorific prefix
honorificPrefix

Honorific suffix
honorificSuffix

asmith1001@example.com

Alice

Smith

Profile

Edit A profile is a collection of attributes

that describe a user in Okta. Some
apps and directories can sync
attributes with Okta.

Primary email asmith1001@example.com
email
Title Dr.
title
Display name Dr. Alice Smith
displayName
Nickname
r
Alice
okta Q search your spps
Dashboard My Apps
® Alice Smith
A My Apps fori asmith1001@example.com
Work e . Settings
Preferences
Add section @ t [:‘}
- Recent Activity
A Notifications 1 Prescription Order Clinical Sign out

23 Add apps

Last sign in: a few seconds ago
© 2026 Okta, Inc

Privacy

Patient Data Portal
Portal

@ Add section

Support

Help: westbrea@sheridancollege.ca &

Request an app

Patient Imaging Communication

]

Okta Personal protects
your digital life outside
of work for free

Signin

Tested Alice Smith’s account who is a Doctor at the hospital, the account could see
only the apps applicable to the role (Patient Data Portal, Prescription Order Portal,
Time Sheet, Patient Imaging, Clinical Communication).
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Testing a Nurse Role Account

£¥ sheridancollege-integrator-3567020 - Person

m/admin/user/profile/view/00u1118df9dnxq6Hh698#tab-account

Q

Attributes

Username
login

First name
firstName

Last name
lastName

Middle name
middleName

Honorific prefix

honorificPrefix

Honorific suffix

honorificSuffix

Primary email
email

Title
title

Display name

clee1003@example.com

Catherine

Nurse

clee1003@example.com

Nurse

Dr. Catherine Lee

Edit

A e BT

0o  BreannaWest v
88

Profile

— a X
e - My

sheridancollege-integrator-3567020

A profile is a collection of attributes

that describe a user in Okta. Some

apps and directories can sync

attributes with Okta.

A Notifications 1

88 Add apps

Last sign in: a few seconds ago
© 2026 Okta, Inc.

Privacy

Prescription
Dispenser

@ Add section

Support

3

Time Sheet Clinical

Communication

Help: westbrea@sheridancollege.ca &

Request an app

displayName
Catherine
okta Q seatchyour pos
<
Dashboard My Apps SH
- Catherine Lee

A My Apps @ Worl clee1003@example.com

Work Settings

Preferences
Add section @ 7

Recent Activity

Sign out

*

Okta Personal protects
your digital life outside
of work for free

Signin

Tested Catherine Lee’s account who is a Nurse at the hospital, the account could see
only the apps applicable to the role (Prescription Dispenser, Time Sheet, Clinical
Communication).
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Device Assurance Policy

r Latest supported major version

Add device assurance policy
Must be up-to-date with security patches

Policy name Hospital Approved Device Windows 11 (25H2) (26200.8037)
Windows 10 version ( Not allowed
Platform Android L
ChromeOS Version list is maintained by Okta. Learn more. (3
ios
mac0S Lock screen Windows Hello must be enabled
© Windows
Disk encryption Device disk must be encrypted
Device attribute provider(s) Okta Verify
Chrome Device Trust Trusted Platform Module Device uses a Trusted Platform Module

Device Posture Provider
Remediation
Windows

N . For users who are denied access due to device assurance noncompliance, you can include
Windows 11 version

Must be at least remediation instructions in the Sign-In Widget. Learn more
Latest supported maijor version If users don't meet compliance © Hide remediation instructions
settings Display remediation instructions

Must be up-to-date with security patches
Windows 11 (25H2) (26200.8037)

V V L e @ Cancel
Windows 10 version ‘ Not allowed

Version list is maintained by Okta. Learn more. (2

Lock screen Windows Hello must be enabled
Disk encryption Device disk must be encrypted
A Trusted Platform Module Device uses a Trusted Platform Module v

Created a policy to filter out unapproved device configuration before providing
successful authentication. The device must be a Windows computer on the latest
version of Windows 11 with Window Hello Lock enabled and Disk Encrypted.
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Authentication Policy

If all of the conditions are true, the authentication settings below will apply. Otherwise, Okta will evaluate the next rule.

Rule name

IF

IF User's user type is

AND User's group membership includes

AND Useris

AND Device state is

AND Device management is

Authentication Policy

Any user type

‘ At least one of the following groups:

£ Specialist x | (£¥Surgeons x | (£¥Nurse x | (£¥doctor x |

(£ Administrative Users x | [ Assistants x |

And none of the following groups:

Go to Groups (3
Any user

Any

© Registered

Setup Okta Verify as Authenticator 3
Not managed

O Managed
to Device Management C3

AND Device management is

AND Device assurance policy is

AND Device platform is

AND User'sIPis

AND Risk is

AND The following custom expression s true

O Registered
Setup Okta Verify as Authenticator C3
Not managed

O Managed
Goto Dev

Any of the following device assurance policies

Hospital Approved Device x | |
Go to Device Assurance Policies (2
Device platform is securely verified for registered devices. For unregistered
devices, it's determined by the user-agent and can be modified. Learn more

about Device platform security (2

Inany of the following zones;

Toronto General Hospital x

Go to Network Zones [

This is an optional advanced setting. If the expression is formatted incorrectly

AND User must authenticate with

AND  Possession factor constraints are

AND  Authentication methods

Any 2 factor types

@ Phishing resistant
Hardware protected
Require user interaction
O Anyinteraction
This includes responding to an approval prompt in Okta Verify, or touching
an Yubikey to activate.
Require device passcode or biometric user verification
This can be met by any operating system and achieves 2FA with a single

authent
Require biometric user verification

This can only be met by Okta Verify FastPa
Android, i0S, and macS.

ator

or Okta Verify Push on

Learn more about possession factor constraints C3

© Allow any method that can be used to meet the requirement

Disallow specific authentication methods
Allow specific authentication methods

Your org i that satisfy

Knowledge / Biometric factor types

Password or Okta Verify - FastPass'

Additional factor types
Okta Verify - FastPass’

7 Authenticator that may satisfy multiple factor requirements

2 tiataiom e

okta.com/admin/authn/authentication-policies#authentication-policies/policy/rst11b4

AND Option to stay signed in

When to prompt for authentication

NZYWi

IOWISUYS | DIOHTOUI 10T s A

Password or Okta Verify - FastPass'

Additional factor types
Okta Verify - FastPass'
T Authenticator that may satisfy multiple factor requirements
2 phishing resistance may vary based on combinations of apps, browser,
operating system, and more. Learn more.
Your org allows users to verify their identity with a knowledge factor
(Password) before the possession factor. To change this, protect against

password-based attacks in Security > General C3

Show after users sign in
Organization Security settings can also be configured to show users the option

before they sign in.

Even when an active Okta global session (SSO session) exists for a user, you can define the user authentication requirements.

If signing in to an app, the maximum session lifetime for individual apps is governed by each app.

AND Prompt for authentication

© Every time user signs in to resource
This is the most secure option
When it's been over a specified length of time since the user accessed any
resource protected by the active Okta global session
When an Okta global session doesn't exist
If the global session exists, allow the user to authenticate silently through

w Gancel

SS0

Created a strict authentication policy which applies to all roles. The policy requires the
use of a registered and managed device that follows the hospital approved device
assurance policy. The device's IP must be within the Toronto General Hospital
network. For a successful authentication multifactor authentication via OTP, UbiKey,
Password or Okta Verify must be used each time when logging in.
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|dentity Lifecycle Automation

Mg
$§%  okta |a
® Admin Console < Automations
a < Back to all Automations
. 88 Applications v
o® Identity Governance v ) )
&£ Automatic Account Deactivation
O Security v
@ When the following conditions are all true
& Workflow ~

Automations
Inline Hooks Name
Event Hooks Every day at 5:00:00 AM EDT

Delegated flows

A For the groups: Everyone

Workflows console [
A User inactive in Okta for 14 day(s)

Key Management \J

INTEGRATOR FREE PLAN
Active user limit reached.
10 of 10 Active users

Updated Apr 2, 2026, 5:50:34 PM

Breanna West v
sheridancollege-integrator-3567020

® &8

@ Help

‘ Active ¥ ‘

© Perform the following actions

Name

Change user lifecycle state in Okta to
"Deactivated"

Created a custom ldentity lifecycle automation that will automatically run everyday at
5AM for all active identities. The automation is configured to deactivate an identity if
the user has not logged in for more than 14 days. This will limit orphaned account
vulnerabilities and will limit the organization's attack surface.
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Behaviour Detection Policy

g, 0o  BreannaWest v
£ OktOl ‘ Q ‘ ® & sheridancollege-integrator-3567020
[ ) Admin Console <
Behavior Detection O tHeh
4 User Profile Policies
o Identity Providers Add behavior x
.
Delegated Authentication Name Behavior type Details
New ASN ASN Evaluate against past 50 authentications i
Networks gainst p: Active ¥ s X
Behavior Detection New City Location Location granularity  City Active v 7z X

Evaluate against past 20 authentications
Advanced Posture Checks

New Country Location Location granularity ~ Country Active v 7 x

Device Assurance Policies Evaluate against past 10 authentications
Device Integrations New Device Device Evaluate against past 20 authentications Active v 7 x
Administrators New Geo-Location Location Location granularity Latitude - Longitude Active v 7 x

APl Evaluate against past 20 authentications

Radius from location 20 kilometers

INTEGRATGR FREE PLAN New IP P Evaluate against past 50 authentications Active v Vi %
Active user limit reached. New State Location Location granularity  State or Region Active v 7’ x

10 of 10 Active users Evaluate against past 15 authentications
Updated Apr 2, 2026, 5:53:45 PM Velocity Velocity Velocity 805 Km/h Active v 7 x

integrator-3567020-admin.okta.com/admin/access/identity-threat-protection o

Enforced behaviour detection policies to alert admin for anomalies such as a day shift
doctor signing in at night. Detection policies work by comparing actions against the
conditions of several previous events. This feature will help to reduce insider threat
promoting a zero trust environment.

Results

Implementing this IAM solution has strengthened the hospital’s security by ensuring
multifactor authentication and adopting a zero trust approach when it comes to each log
in request. These ensure that only authorized staff can log in, reducing the risk of
credential abuse or unauthorized entry. Compliance checks such as automated
monitoring for inactive or orphaned accounts and the use of unique user IDs will keep
the hospital aligned with HIPPA requirements and internal policies. By implementing
RBAC, ABAC, least-privilege enforcement and separation of duties, employees will only
have access to the information and actions necessary for their roles. This reduces the

risk of fraud, medication diversion and unauthorized access to patient data.
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Analysis

Project Effectiveness

Toronto General Hospital suffered many cybersecurity risks from open access
policies, no separation of duties, lack of identity lifecycle management, no role based
access control and no attribute based access control. These vulnerabilities ultimately
led to the scenario of a laid off nurse using their credentials to leak sensitive data that
they should have never had access to. The project proposal to move to a Okta based
IAM solution addresses all of the vulnerability concerns and secures the hospital from
further threats. The proposal places a large emphasis on role based access control so
that employees only have access to what they need to complete their work. This is
followed up with attribute based access control to ensure that authentication is done
through secure systems. Applications have built in assignments to enforce role based
access control. Okta also enabled automatic identity deactivation with the use of
automations. Authentication policies are used organization-wide with an emphasis on
zero trust, Users must login in on approved devices, on an approved network and must
present multiple factors. Overall, the hospital security posture through an Okta IAM

solution is strong and effective against the original scenario and future attacks.

Project Limitations

Project limitations mainly centered around the use of the Okta demo environment.
The demo restricted our user deployment to ten active users out of the fifty that we
attempted to add. This slightly prevented us from being able to do realistic department
sizes and shift rotation. Physical access controls such as door reader, badge based
authentication and secure physical entry could not be implemented. Okta also does not
support discrete mandatory access control, where access is enforced based on
classification or labels. Okta’s model is more role-based and group-based, this is not
suitable for label based security models. Restrictions such as limiting doctors to only the
patients assigned could also not be enforced as it would need to be implemented

through an electronic health record system.
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Conclusion

Our project with Toronto General successfully demonstrated the proposal and
implementation of a functioning IAM workflow using Okta. We managed to implement
user lifecycle automation and realistic role based access for doctors, nurses, surgeons,
specialists etc. Some major achievements throughout this project were our ability to
build a dataset that reflected a healthcare organization. We successfully implemented
group based access for different roles and validated lifecycle transitions such as
activation and deactivation.

Through this we learned from okta’s limitations and strong points. Okta is great at
authentication, SSO and authorization but it cannot enforce physical access controls,
mandatory access control models and record level restrictions. This provided a greater
insight into IAM architecture and the boundaries of some cloud identity platforms. The
experience has strengthened our ability to design around platform limitations and think

critically about how identity data works in an organization.
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